THIS IS YOUR DATA ON
BREACHES. ANY QUESTIONS?




* 17 yearsin LE

About Me e OSINT instructor
* Cyber Security Analyst




What is Breach Data?

Stolen data
Data from the cloud

Paste sites

Marketing data




Dark web

Free paid/breach data sites

Where is

. Indexed by Google
it?

Exposed cloud data

Just about anywhere



Protecting Yourself

» Data brokers (deleteme.com/opt-out-
guides)

* |dentity theft protection
* Good cyber hygiene
* No password reuse

* Use long passwords
* 2FA




The Internet Never Forgets

ONEDOES NOT sgmv

\

WALK INTO MORDOR



You and Your Data
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Giving it Away

Someone found my open Al server and used it to process
disturbing amounts of personal data, for over a month

07-30-2025 | PREMIUM
Exclusive: Google is indexing ChatGPT
conversations, potentially exposing sensitive
user data

Thousands of shared ChatGPT chats are now appearing in Google search results.




Al Policy

E.O. 14110 “Executive Order on the Safe,
Secure, And Trustworthy Development and
Use of Artificial Intelligence”

PY-5000.031 Artificial Intelligence Use
Policy

CD-5500.003 “Information Technology
Assessment and Authorization Process”



Your Work Info

© © O

EMAIL ADDRESS PICTURES OF WORK REFERENCES OF KEY STORING WORK
WORDS IN SOCIAL MEDIA MATERIALS ON PERSONAL
POSTS STORAGE



Questions?
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